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ABSTRACT

With the development and popularization of drone manufacturing technology, the drone market, which was mainly focused
on industry, agriculture, and military, is also showing great growth in individual and commercial markets. Among them, DII
has a high share in the personal and commercial drone market, and accordingly, forensic analysis of DJI drones is drawing
attention. In particular, when stealing and analyzing drones used in criminal acts, a technology to interpret flight logs
recording drone flight paths and hardware information is needed, which inevitably applies drone models due to differences in
decryption methods. Therefore, when an unidentified drone is acquired from the perspective of a digital forensic investigator,
a clear classification of a drone model to which analysis can be applied is required. This paper proposes a method of
extracting and analyzing artifacts of DJI drones through forensics, and analyzes media data analysis and flight log analysis
results and decryption methods for three drone models with different release years of DIJI. Finally, drones in the DJI product
line are classified according to whether the commercialized DJI drone flight log is decrypted.
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Table 1. The characteristics of DJI drone’s flight log

. TXT Log .DAT Log .LOG log
Location Smartphone Internal 5D card, External SD card
Smartphone

Communication logs
Contents between drones and
wireless controller

The flight log including the

drone’s own system log. The latest DAT log.

To include drone name, Logs are recorded in more To be recorded in the
Features region, serial number, detailed time units than case of drones without
GPS data TXT log. built-in SD cards.
Decryption . DatCon, DatCon,

Tool Airdata.com Airdata.com, Airdata.com,
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Fig. 2. Details of drone artifacts that can be obtained from mobile phone, drone, and external SD card

2 vidlel dele 9 W 28 BAehe
A Ada Al A sl 2 4
belEe] A4l 19e Fig, 2.9 P}

o A
30
e ot

3

3.1 SE OlE|WE &S wi

311 EE WE X{&A(Drone Internal Storage)

B =2 EE W AR ol HdES 3=
s e fuﬂ T RR R mEE 3
32| %3 Chip-on AtelolA HolHE 5= W
W =89 ]J i‘ifﬂw ey & =53
Chip-off W o2 FE=r} Chip-on AEle] =
EollA] oleHES F557] 93l DJIC] d~=a%
A4 o Ze]Aold DJII Assistantd AHEgc) &)
T el EefAlo|AdE AHEstH wle) 2wl vir]e] b
olHlE F5F & AT HHH =& A3 A
G BAF A A ol HES P53k A
2 AgE) o] F 93 =& EEsie] Wy R
gE AA s WS ARgslol 3, ol

Fig. 3. On-board flash memory(left), on-board
SD card(right)

F2E FeA WZEE ARSEhe AR TSk,
o]+ Fig. 4.9} Rt} SD 7l= Jeje] winzle &
Al SD 7l= 2t (e.g. Cellebrite UFED
Memory Card Reader)E 8 43 & Ix|qt
FA wlme]e] 735 wAdr i AAZ F dle]
Bl A Eo4] Read Pin< ﬂ A5 #]lsof gl

SR uﬂwﬂ LR @.E—?‘f& F 22 Y oleld

Check the internal /{
etachable
Decog:gr?ie the »  memory chipon |——=< SD card?
) motherboard \\\
. ' '
Use flash Check readable pin to
memory reader search datasheet 23
- l ' '
Read memory chip Use SD
data card reader Yes
\. J J

Fig. 4. Chip-off method

312 2Hf! X{ZA(Mobile Storage)

wutel e FA| gkuRel=9l iOSE vHE 4 %
o} dnbem qt=Rel=g] 7% ADB(Android

Debug Bridge) 59 =7% ARSIA o=|A&
5t S T2 AL 1089 A T2 of
o] FZ(iTunes) & ©]43le] dlo|e & 53},
DJT =29 mrld ¢ Ffel mehs Zupd
A AR D}—E—‘:}. mrked 9o FRe
DJI GO, DJI GO4, DJI FLY Al 7HA & #+&&
Tk 2Zrld EAE" =29 Hf(es.
Phantom 3) DJI GO <& AHE3slar el &4



AR H 5383 =R (2022, 2) 81
(-
Flightfieccrd - I_

[

dji go.v5/FlightRecord

dji go-v5/FlightRecord
MCDatFlightRecords

Fig. 5. The location of flight logs in DJI FLY

#H 2d(e.g. DJI Mini 2)¢ 7% DJI FLY 9
& A&t

DJI GO A% /dij.pilot/ EHE FEZ A&
sl /dij.pilot/DJI. RECORD Z&uv¢} DJI
Album Etjol| T34 A7l Zdgs A} =
g, /dij.pilot/FlightRecord Ztiell v]8) Z1%
g},

DJI GO 49 A /dji.go.v4/ EHE FE
AHg-ghe}, /dji.go.v4/DJI FLY/Photo%}
/dji.go.v4/DJI FLY/Video Zuiel| ARzt 54
e AR A o] E4El o]v|X| 9 HEje]
v /dji.go.v4/DJ1 FLY/PhotoOriginalFiles
o A& Fefe] virje] mado] AAwo] glrt.
w3t /dji.go.v4/CACHE_IMAGE Ztiel| w37}
AR E4% o] ofux|7} A= o] i) g,
/dii.go.v4/FlightRecord Ztlel TXT #2}9] #
3 279} MCDatFlightRecord &ti7} &A43}H
sl Eojol DAT 94 nlg) 27t A=)

DJI FLY 99| 7% /dji.go.vh/ EHE FE=Z
AHg-sta 7 O}EP"E"] A& ¢34 DJI GO 49}
2}, Az gteRolt AwnteES DJI FLY 94
& o ZalA ouRF 53t F v 219
A5 i 132 Fig. 5.9 7}

3.1.3 2|& SD F}=(External SD Card)
o1& SD 7= TEoA] gk Alxl. EodAlb

o o
LOG #Ae| nlg) 215 A4t} vige] gl
/DCIM/100MEDIA/ &tfell AAbs]m, wle) =2

= /MISC/LOG/flylog/ EH el fc_log.log ¢ %
2 olgog A} e vy 2o vy 35
o B3 og] o] vt AAEARE LOG ¥4
o] wldo] A$ FHA DAT FLdws fA3b, 3

IMISCILOG Mylog feloglog
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Fig. 8. GPS information to wuse ExifTool
(v12.36)
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Fig. 9. Decrypted DAT log to use DatCon
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Table 3. Results of obtaining drone artifacts by
location (Phantom 3)

Artifact | Flight Logs Media
Location dat | txt | log | jpg | mp4
Int 1
nterna v n/a | n/a v v
Storage
Mobile
v V4 n/a v v
Storage
External
4 v
SD card n/a | n/a | n/a
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Table 4. Results of obtaining drone artifacts by
location (Mavic Mini, Mini 2)

Artifact | Flight Logs Media
Location dat | txt | log | jpg | mp4
Int 1
nterna n/a | n/a | n/a | n/a | n/a
Storage
Mobile

v v n/a v v
Storage
External
SDcard | M| Ma | v oV v
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Table 5. Results of media data analysis

Information Forensics 5W1H
Elements

21.6 m Above Sea

GPS Altitude Where
Level

37 deg 33" 1.59" N,

PS Positi N
127 deg 4’ 30.73" E GPS Position | Where

DJI Meta Data Maker How
ISFLJ1KOAROONH | Camera serial | o
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2021:08:27 )
16:51:44 Timestamp When
1.98 m Hy.perfocal What
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Table 6. Determining whether to decrypt the
flight log of the three drones

Log type DAT TXT
Onboard | Mobile | Mobile
Drone
Phantom 3 v v v
Mavic Mini X v v

Mini 2 X broken v
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Fig. 11. GPS longitude, GPS latitude, wind speed, battery voltage, and flight time plotted using

CsvView (Mavic Mini).
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altitude_above _sealevel(feet)  altitude_above_sealevel(feet
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122.9448009 -5500.984395

Fig. 12. Results of the decrypted mobile DAT
file
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Fig. 13. Entropy of DJI Drones
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Fig. 14. DAT file header of DJI Phantom 3 in
mobile storage
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Fig. 15. DAT file header of DJI Mini 2 in mobile
storage
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4.4 st 0iF0l ME DJI EE9| 2R Mavic 2 Zoom/Pro 2018.08
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710 AFric} gh2A 45 A & 5 A Mavic Air 2 2020.04
2, AAZ DatCond AFY B33t AU 39 Air 2s 2021.04
=2 x4 el =59 3ysie] DAT shele] = Spark Spark 2017.05
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o] % DatCono°l

¢l md % DJI Mavic Air,

g Phantom 39 A

F3em, 92 SD 7k=elx F58 LOG A9 #
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Table 8. Classification of DJI drones based on decryption

=2 s $ a4 AL Qe olgHES
B gpls
3 DAT 212 233l o1 DJI Phantom 3, DJI Mavic

(All Decrypted)

DJI Inspire 1,
DJI Inspire 2
DJI Spark, DJI
DJI Mavic Pro

Type Drone Name Decryption
DJI Phantom 3,
DJI Phantom 4,
Type 1 DJI Phantom 4 Pro, | Both the Onboard DAT file and the Mobile DAT file can

model.

obtain flight information, and the 2015-2017 launch

Type II
(Mobile Decrypted)

DJI Mavic Air,
DJI Air 2,

DJI Mavic 2,
DJI Mavic Mini

of 2018~2020.

Only DAT files obtained from mobile devices can be read
flight information. Models to be released in the first half

Type 111
(Not Decrypted)

DJI Mini 2

the second half of 2020 release.

All DAT files cannot be decrypted. Drone models after
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